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Abstract—This paper presents the first area-optimized Montgomery modular multiplication module on low–power reconfigurable IGLOO® 2 FPGAs, from Microsemi. In order to
obtain a good response time with few resources, the FPGA
pipelined Math blocks and the embedded memory blocks are
fully leveraged. As a result, 256-bit modular multiplications
can be done in 2.33 µs, at a cost of 505 LUT4 cells, 257
Flip Flops, 1 Math block and 1 64x18 RAM block. If more
area resources are considered, a modular multiplication can
be performed in 1.25 µs at a cost of 680 LUT4s, 341 Flip
Flops, 2 Math blocks and 2 64x18 RAM blocks. This work
is the first fundamental step towards area-efficient public-key
cryptography on the Microsemi IGLOO® 2 FPGAs.

1. Introduction
Modular multiplication of large integers can be efficiently implemented using the Montgomery multiplication algorithm [1]. This algorithm can be applied for the
computation of RSA [2] and Elliptic Curve Cryptography
(ECC) [3] with prime field operations. Montgomery multiplicaiton manages to perform modular multiplication by
trading a prime n division, for one with an easier divisor
r, usually a power of 2, and addition of multiples of n.
Also, it is possible to tweak the algorithm by increasing the
value r to avoid the final subtraction [4] and avoid modular
reductions during additions and/or subtractions [5].
In the literature, there is a great number of co-processors
for modular multiplication with the Montgomery algorithm [6]–[9]. Some of these papers show results for modular
multiplication, while others only for the complete implementation of the public-key cryptosystem. Also, the same
can be split into the ones that aim for compact structures or
take full advantage of the existing resources.
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tion/subtraction. Both structures strive for a low-area footprint, with the second one using more resources in order to
provide a better performance.
The presented implementations target the IGLOO®
2 [10] FPGA from Microsemi. This FPGA is based on flash
technology, as opposed to SRAM technology commonly
seen in Xilinx and Altera FPGAs. Since it is a flash based
technology, it is labeled as more energy-efficient and more
secure [10].
Note that Microsemi offers ECC embedded cores on
higher-end IGLOO 2 and SmartFusion 2 devices, starting
from M2GL060. However, these are only available in a
limited set of devices labeled as T S and under restricted
exportation rules.
This paper is organized as follows. Section 2 presents
background information on the optimized Montgomery multiplication algorithms implemented, describes the FPGA
main features, and details the proposed structures and respective implementations. Section 3 shows the obtained
results and analyzes the related state of the art in regard to
the proposed solution. Section 4 concludes this paper with
some final considerations and future work directions.

2. Background and Implementation
Koç et al. [11] proposed Coarsely Integrated Operate
Operand Scanning (CIOS) and Finely Integrated Operate
Operand Scanning (FIOS) algorithms as an optimization for
Montgomery multiplication targeting word size processors
or multiplication units. The CIOS algorithm, as shown in
Algorithm 1 computes one entire partial product, lines 2–
6, before performing a reduction, lines 8–12. FIOS on the
other hand, computes the multiplication of a word of each
input, lines 2 and 6, and then proceeds with the reduction,
lines 4, 7 and 9. While the CIOS algorithm operates directly
on partial products, the iterative word-based structure of the
FIOS algorithm allows for a design with two parallel units,
one doing the multiplication, line 6, and the other one the
reduction, line 7.
In the proposed implementations, the IGLOO 2 FPGA
family from Microsemi is targeted. These FPGAs include

Algorithm 1 CIOS Montgomery multiplication algorithm [11]
Require: a, b ≤ 2n, r = 2(d(dlog2 (n)+2e/word size)e·word size) ,
n0 = −n−1 (mod r), w = 2word size , l = dlog2 (r/w)e
Ensure: o = a · b/r (mod n)
1: o ← 0
2: for i ← 0 to l − 1 by 1 do
3:
c, p0 ← a0 · bi + o0
4:
for j ← 1 to l − 1 by 1 do
5:
c, pj ← aj · bi + oj + c
6:
end for
7:
pj+1 ← c
8:
m ← n0 · p0 (mod w)
9:
c, null ← (p0 + m · n0 )
10:
for j ← 1 to l − 1 by 1 do
11:
c, oj−1 ← (pj + m · nj + c)
12:
end for
13:
oj ← (pj+1 + c)
14: end for
15: return o
Algorithm 2 FIOS Montgomery multiplication algorithm [11]. Same inputs as Algorithm 1
1: o ← 0
2: for i ← 0 to l − 1 by 1 do
3:
c1, p0 ← a0 · bi + o0
4:
m ← n0 · p0 (mod w)
5:
c2, null ← a0 · bi + o0
6:
for j ← 1 to l − 1 by 1 do
7:
c1, pj ← aj · bi + oj + c1
8:
c2, oj−1 ← (pj + m · nj + c2)
9:
end for
10:
ol , ol−1 ← (ol + c1 + c2)
11: end for
12: return o

dual-port SRAM with two inputs and two outputs and a
three-port SRAM, which has two outputs and one input.
The dual port SRAM can do 2 reads, 1 read and 1 write,
or 2 writes at the same time. And the three-port SRAM
can do 2 reads and 1 write at the same time, as long as
the writing address is different from the reading addresses.
Therefore, loads and stores on the three-port memory needs
to be carefully scheduled.
Another FPGA component is the Math Block. This
block is able to perform z ← t ± x · y + (z >> 17),
where x and y are unsigned 17-bits words and t and z are
unsigned 43-bits words. This operation can be summed into
a multiplication plus an addition and an optional carry of
the previous computed value. By analyzing the main Math
Block operation and the lines in CIOS Algorithm 1, it is very
easy to map them. Lines 3 and 9 can be done by setting the
previous z to 0, and in line 13, x or y has to be set to 0.
Lines 5 and 11 just fit exactly into z ← t+x·y+(z >> 17),
since in our case the words are 17 bits wide and the c is the
previous computed value shifted by the word size. Finally,

line 8 can be done by setting t to 0.
Just like CIOS, Algorithm 2 FIOS can also be done in
one Math Block, however it is more interesting to pipeline
the operations. Lines 7 and 8 can be pipelined because the
operation in 7 does not depend of the result in 8, but only
the other way around. Therefore the most inner loop in
Algorithm 2 is split into first stage computes line 7 and
outputs to the next stage to compute line 8. Line 10 can be
split into t ← ol + c1 and ol , ol−1 ← t + c2, then each part
happens on a different stage. Line 3 is the same as line 7,
but lines 4 and 5 happens in the second stage. Therefore, the
pipeline cannot operate non stop, because there is a bubble
to wait for line 4 to be resolved.
The previous mapping results on Figure 1 structures,
where the left is the CIOS version and the right is the FIOS
version. Because CIOS does only one operation per cycle,
one three-port SRAM is enough for all operations. However,
FIOS requires at least two three-port SRAM, since up to 3
values are read at once and one value is written. Because
FIOS has two memories, it supports primes up to 539 bits,
on the other hand CIOS structure supports only up to 267
bits primes because of the memory size. The memories itself
are not fully registered, so values are directly feed into the
circuit.
For the addition and subtraction operations, the applied
algorithm is the same as described by Batina et al. [5].
In this method, additions are done without applying reduction, because the reduction can be postponed for the
next multiplication. Which in the Math Block with z ←
t + x · y + (z >> 17), is done by setting x as 1 while
the addition operands are in t and y . Subtractions also do
not require reduction, but the output needs to be added
with a multiple of the prime to guarantee the output is non
negative. The subtraction then is o ← c − b + 2n, which
in the CIOS circuit is done by computing t ← c − 1b, and
then o ← t + 2n. FIOS circuit can be used in pipeline mode
where the first stage computes t ← c − 1b, and the second
o ← t + 2n. This delayed reduction has a small price to
pay in the Montgomery multiplication, where the number of
bits that are added in r is not only 2, but instead 4 [5]. To
support even more additions and subtractions we implement
our solution with a minimum of 5 extra bits, instead of only
4. Because one of the multiplications inputs has to be 1 in
additions and subtractions, it was opted to have a register
outside of the Math Block that can be directly set to 1.

3. Results and Related Work
In order to properly evaluate the proposed structures,
experimental results were compared with the state-of-theart in Table 1. However, only previous works with multiplication timing results are depicted. Other works considering
low latency and/or high throughput are not discussed, such
as [12], [13]. Since they require significantly more FPGA
resources, thus not resulting in a meaningful comparison.
Considering an efficiency metric of the inverse of area
(LUT + Register) times latency (µs), the second structure
is able to achieve an efficiency of 784 being 40% more

Figure 1. Montgomery multiplier structure for CIOS with 1 Math Block and 1 memory (left) and for FIOS with 2 Math Blocks and 2 memories (right)
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Table 1. C OMPARISON OF OUR RESULTS TO THE LITERATURE ON HARDWARE IMPLEMENTATIONS FOR ECC. T HE SPEED RESULTS ARE FOR ONE
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3
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28
28
157
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3664?
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0
9
108.2
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?
Maximum possible value assumed from the number of slices. † Values estimated by multiplying time with frequency.

efficient and supporting fields up to 522 bits in comparison
with first structure. It should be noted that both structures
are able to operate at a frequency of 250MHz, the maximum
frequency imposed by the three port Memory Block [10].
In the literature, McIvor et al. [6] considered the SOS,
CIOS and FIOS algorithms, proposed in [11] targeting a Virtex II Pro® FPGA. The proposed design is identical for the
3 algorithms, using an ALU to perform the multiplication
or addition. This approach is similar to our more compact
one, implementing CIOS, in the aspect that it only uses one
ALU, iterating over the intermediate values. However, this
structure requires multiple cycles to perform the operation
t+x·y+carry , while ours does it in a single cycle. Also, the
implementation of McIvor et al. requires significantly more
area, 4 DSPs to implement the ALU, and only operates at
100MHz. The multiple cycle and lower frequency are related
to a more older technology, and not design choice.
Örs et al. [14] propose a systolic array architecture
for Montgomery modular multiplication. The systolic array
approach has an array of cells, where each cell computes
one bit of the modular multiplication. This strategy is more
suitable when embedded multipliers are not available, such
as in ASICs. Nevertheless, it still requires more cycles to
perform the computation.
Also not using the embedded primitives of the FPGA

Time
(µs)
5.7
7.69
8.67
0.62
0.51
2.33
1.25
4.25
8.05
3.7
1.9
0.75
5.89

nor other memories to store the data, there is the work of
Daly et al. [18]. They propose a structure with an adder
of the size of the input and perform the multiplication
iteratively, requiring as many cycles as the prime length.
This way, a multiplication can be computed in each iteration
by multiplying one bit of one of the inputs by the other
entire input. This approach allows to reduce the number
of computational cycles, but results in a significantly larger
data path and consequently lower frequencies. Moreover, the
amount of occupied LUTs is also very high, imposing a very
high area cost.
Varchola et al. [19] proposed a small ECC co-processor
only supporting NIST primes curves. This work also has the
main goal of achieving an ECC design as small as possible,
therefore using only a small number of DSPs. Their structure
follows a similar approach as ours, using a single ALU that
keeps receiving values to be processed. However, their ALU
is composed of one multiplier, using the built-in DSP in the
FPGA, followed by a final adder, implemented using FPGA
LUTs. The separation between multiplier and adder allows
then to simplify the operation scheduling, and thus to use
less cycles to compute the result, at the cost of more LUTs
and routing. The authors present three implementations, one
supported by SmartFusion® FPGA, which does not include
embedded multipliers, and two others supported by a Xilinx®

Virtex II Pro® . In Virtex II Pro® based structures, one employs a single embedded multiplier, achieving a computation
delay of 1.9 µs, and other employs 4 multipliers, achieving a
computation delay of 0.75 µs. Since the presented area is for
the entire ECC co-processor with scalar point multiplication,
a fair analysis cannot be done. However, the less compact
structure suggests a higher area cost potentially allowing a
faster computation.
Another approach also with a minimization strategy, was
proposed by Vliegen et al. [7], also targeting a Virtex II
Pro® FPGA. The authors mapped the CIOS algorithm in a
more straightforward manner, not worrying so much about
the resource mapping and operation scheduling. As a consequence, the resulting structure requires 2 embedded multipliers and significantly more LUTs and memory blocks.
Despite this, the achieved computational delay is twice as
long as ours, mostly due to the much lower achievable
frequency, resulting in a less efficient design.
From this, it can be concluded that with a careful mapping of the resources available in the FPGA devices, along
with a careful scheduling and reuse of the needed operations,
significant improvements and area savings can be achieved.
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4. Final Considerations
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The work presented in this paper proposes two areaoptimized FPGA structures for the computation of the
Montgomery modular multiplication algorithm for generic
primes, targeting low–power IGLOO® 2 FPGAs from Microsemi. The proposed structures impose a very low usage
of the available FPGA resources while still achieving good
performances. To achieve this performance with a low area,
the Math Blocks and embedded memories were used together with a careful scheduling to assure a full pipeline
usage and a low number of computation cycles. While the
first structure achieves the lowest area, the second one allows
to approximately half the computation time at the cost of
twice the amount of embedded memories and Math Blocks
and only 35% more LUTs and registers.
Future work will consist of adding wrapping and control
logic to allow for the full computation of the ECC scalar
multiplication. The main challenge will be to minimize the
additional memory and control resources needed to store
and process the intermediate values.
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